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USER IDENTIFICATION SYSTEM BASED
ON PLETHYSMOGRAPHY

FIELD OF THE DISCLOSURE

[0001] This relates generally to biometric identification.
BACKGROUND OF THE DISCLOSURE
[0002] A light emitter and light sensor pair can be used to

determine one or more characteristics of a user’s vascula-
ture. For example, a pulse oximeter employs a light emitter
and a light sensor to measure the percentage of oxygenated
blood in a subject.

SUMMARY OF THE DISCLOSURE

[0003] Inexamples of the present disclosure, light emitters
and light sensors can be used to perform biometric identi-
fication of a user based on identifying characteristics of the
user’s vasculature. For example, light information can be
obtained at one or more light sensors, and the information
can be compared to stored information associated with a
user identity. Based on the comparison, the user of the
device can be identified as having the user identity.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1illustrates an electronic device that performs
biometric identification according to examples of the dis-
closure.

[0005] FIG. 2A illustrates a scatterplot showing light
absorption by a first light sensor versus light absorption by
a second light sensor over a period of time where the user
may be stationary according to examples of the disclosure.
[0006] FIG. 2B illustrates a scatterplot showing light
absorption by a first light sensor versus light absorption by
a second light sensor over a period of time where the user
may be moving according to examples of the disclosure.
[0007] FIG. 3 illustrates an exemplary method of identi-
fying a user of an electronic device based on light informa-
tion according to examples of the disclosure.

[0008] FIG. 4 illustrates an exemplary method of identi-
fying a user of an electronic device based on light informa-
tion and motion information according to examples of the
disclosure.

[0009] FIG. 5 illustrates a method of storing identifying
light information to be used in identification of a user at a
later time according to examples of the disclosure.

[0010] FIG. 6 is a block diagram illustrating an exemplary
API architecture, which may be used in some examples of
the disclosure.

[0011] FIG. 7 illustrates an exemplary software stack of an
API according to examples of the disclosure.

[0012] FIG. 8 is a block diagram illustrating exemplary
interactions between the touch screen and other components
of the device according to examples of the disclosure.
[0013] FIG.9is ablock diagram illustrating an example of
a system architecture that may be embodied within any
portable or non-portable device according to examples of the
disclosure.

DETAILED DESCRIPTION

[0014] In the following description of examples, reference
is made to the accompanying drawings which form a part
hereof, and in which it is shown by way of illustration
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specific examples that can be practiced. It is to be under-
stood that other examples can be used and structural changes
can be made without departing from the scope of the
disclosed examples.

[0015] A light emitter and light sensor pair can be used to
determine one or more characteristics of a user’s vascula-
ture. For example, a pulse oximeter employs a light emitter
and a light sensor to measure the percentage of oxygenated
blood in a subject. In examples of the present disclosure,
light emitters and light sensors can be used to perform
biometric identification of a user based on identifying char-
acteristics of the user’s vasculature. For example, light
information can be obtained at one or more light sensors,
and the information can be compared to stored information
associated with a user identity. Based on the comparison, the
user of the device can be identified as having the user
identity.

[0016] Although examples disclosed herein may be
described and illustrated herein primarily in terms of an
emitter/sensor pair for each wavelength, it should be under-
stood that the examples are not so limited, but are addition-
ally applicable to a single emitter that can emit more than
one wavelength and/or a single sensor that can sense more
than one wavelength. Additionally, examples may identify a
user based on any number of wavelengths, and not just two
wavelengths as described herein.

[0017] FIG. 1 illustrates an electronic device 100 that
performs biometric identification according to examples of
the disclosure. A first light emitter 102 and a first light sensor
104 may be co-located on the electronic device. The first
light emitter 102 may emit light at a first wavelength A;. A
second light emitter 106 and a second light sensor 108 may
be co-located on the electronic device. The second light
emitter 106 may emit light at a second wavelength A,.
During use, the electronic device may be situated proximate
to the skin 110 of a user. For example, the electronic device
may be strapped to the user’s wrist. Each light emitter may
emit light towards the user’s skin such that a portion of the
light is absorbed by the skin, the blood, and/or other parts of
the user’s body, and an additional portion of the light is
reflected back to the co-located light sensor. The light sensor
may generate information indicating an amount of light
reflected. Such information can be used to determine how
much of the light emitted by a co-located light emitter is
absorbed by the blood of the user, which can further indicate
the volume of blood present in the skin of the user. The
volume of blood present in the skin can be a function of
several factors, including the cyclical movement of blood to
and from the skin and the particular physical characteristics
of the vasculature of a user, among other possibilities.

[0018] FIG. 2A illustrates a scatterplot showing light
absorption by the first light sensor (A,) versus light absorp-
tion by the second light sensor (A,) over a period of time
where the user may be stationary. The light absorption may
vary between minimum and maximum values for each
wavelength, and the relationship between the absorption of
each wavelength may be linear. The shape of the scatterplot
may be determined by the cyclical perfusion of blood to the
skin of the user and also the physical properties of the user’s
body, such as the configuration of the vasculature at the skin.
Accordingly, the shape of such a scatterplot may vary from
user to user. Additionally, the general shape of the scatterplot
may be reproducible for a given user if the electronic device
is placed at or near the same region of the user’s skin. In this
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way, biometric identification of a user may be possible by
comparing the scatterplot to a stored scatterplot for the user
using image and/or pattern matching techniques and classi-
fication known in the art.

[0019] FIG. 2B illustrates a scatterplot showing light
absorption by the first light sensor (A,) versus light absorp-
tion by the second light sensor (A,) over a period of time
where the user may be moving. Movement may cause the
vasculature of the skin to expand and contract, which can
affect light absorption in each wavelength differently, as
shown in FIG. 2B. Moreover, the variation from user to user
can be more pronounced than in the case where the user
remains stationary. Here, the general shape of the scatterplot
may be reproducible for a given user if the electronic device
is placed at or near the same region of the user’s skin and if
the user moves in the same way. Accordingly, additional
sensors of the electronic device may be used to determine
that a user has moved the electronic device in a certain way
and/or to determine that the user has performed a motion
gesture during a time period. Then, the light absorption
information received during the time period may be com-
pared to stored light absorption information to perform
biometric identification of the user.

[0020] FIG. 3 illustrates an exemplary method of identi-
fying a user of an electronic device based on light informa-
tion. First light information may be received at a first light
sensor (300). The first light sensor may be co-located with
a first light emitter, as illustrated in FIG. 1. In some
examples, the first light emitter may emit light at a first
wavelength, the light may travel to the skin of a user, and a
portion of the light may reflect to the first light sensor.
Accordingly, the first light information may indicate an
amount of light of the first wavelength that has been
reflected by the skin, blood, and/or vasculature of the user,
among other possibilities. In some examples, the first light
information may indicate an amount of light of the first
wavelength that has been absorbed by the skin, blood, and/or
vasculature of the user. Similarly, second light information
may be received at a second light sensor (302). The second
light sensor may be co-located with a second light emitter,
and the second light emitter may emit light at a second
wavelength, different from the first wavelength.

[0021] The light emitters may produce light in ranges
corresponding to infrared (IR), green, amber, blue, and/or
red light, among other possibilities. Additionally, the light
sensors may be configured to sense light having certain
wavelengths more powerfully than light having other wave-
lengths. For example, if the first light emitter emits light
having a wavelength in the IR range, then the first light
sensor may be configured to sense light in the IR range more
powerfully than light in the green range. That is, the inci-
dence of light in the IR range may produce a stronger
response in the first light sensor than the incidence of light
in the green range. In this way, the first light sensor can be
configured so as to sense the light produced by the first light
emitter more powerfully than the light produced by the
second light emitter, for example.

[0022] In some examples, a light emitter may be a light
emitting diode (LED) and a light sensor may be a photo-
diode. The light information may include information pro-
duced by the photodiode. For example, the light information
may include a voltage reading that corresponds to light
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absorbed by the photodiode. In some examples, the light
information may include some transformation of raw data
produced by the photodiode.

[0023] A user of the electronic device may be identified
based on the first and second light information (304). In
some examples, the first and second light information may
be compared to stored light information associated with a
user identity. The received light information may be deter-
mined to match the stored light information, and based on
the determination the user of the electronic device may be
identified as having the user identity.

[0024] In some examples, the first and second light infor-
mation may be arranged in a scatterplot. That is, data points
of'the first and second light information may be paired based
on the collection times of the data points, each data point of
the first light information being paired with a data point of
the second light information. Examples of such scatterplots
are illustrated in FIGS. 2A and 2B. A scatterplot of received
light information may be compared to a stored scatterplot of
light information using image and/or pattern matching tech-
niques known in the art. A determination that the received
light information is similar to the stored light information
may be based on such a comparison.

[0025] FIG. 4 illustrates an exemplary method of identi-
fying a user of an electronic device based on light informa-
tion and motion information. Motion information and first
and second light information may be received during a first
time period (400, 404, 406). Motion information may be
received from one or more sensors of the electronic device,
such as an accelerometer, gyroscope, altimeter, barometer,
Global Positioning System (GPS), and/or magnetometer,
among other possibilities. Such motion may be produced by
the movement of a user of the electronic device. For
example, the electronic device may be held in the user’s
hand or strapped to the user’s wrist, among other possibili-
ties, and the movements of the user’s body can thereby cause
movement of the electronic device.

[0026] A gesture and a first time period of the gesture may
be determined based on the motion information (402).
Stored gesture information and/or one or more heuristics
may be used to determine a gesture from the motion infor-
mation. For example, motion information may indicate that
the user rapidly moved a hand from her waist to the side of
her head, and such a motion can be recognized as a gesture.
More specifically, the gesture may be recognized as a
gesture associated with the identification process. Addition-
ally, the first time period of the identification gesture may be
determined. That is, once the gesture is recognized from the
motion information, an initiation time and a finish time of
the gesture can be determined.

[0027] The first and second light information received
during the first time period may be selected based on the
determination of the gesture and the first time period of the
gesture (408). Once the gesture is recognized and the time
period of the gesture is determined, the first and second light
information received during that time period may be
selected for use in identifying the user (410) as described
above.

[0028] FIG. 5 illustrates a method of storing identifying
light information to be used in identification of a user at a
later time. Motion information and light information may be
received during a first time period (500, 502). A gesture may
be determined from the motion information (504). Then, the
light information may be stored in association with the
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determined identifying gesture and an identity of a user of
the electronic device. This stored light information may be
used to later identify the user of the electronic device as
described above with reference to FIGS. 3 and 4.

[0029] In some examples, the identification of a user may
be used to enable one or more features of the electronic
device. For example, the electronic device may allow a user
to access banking information if the user has been properly
identified. Additionally or alternatively, identifying a user of
the electronic device can include determining that the cur-
rent user of the electronic device does not have an identity
authorized to use the device. For example, the received light
information may be compared to stored identifying light
information associated with a user identity, and it may be
determined that the received light information is not a
match. As a result, access to the device may be disabled
and/or contents of the device may be deleted. In such a case,
the electronic device may not determine a user identity of the
user of the device; rather, the electronic device may deter-
mine that the user of the device does not have an identity
authorized to use the device. This can also be used for
automatic user switching. The device may switch to a new
mode, user interface (UI), and/or data, depending on which
user is identified. It can also be used for enhanced security
for peripheral units. For example, an additional electronic
device may be associated, connected (wirelessly or other-
wise), and/or paired with the electronic device, and the
additional electronic device can be configured to only oper-
ate if the electronic device with biometric information is
present and the identity of the authorized user is currently
detected.

[0030] The examples discussed above can be implemented
in one or more Application Programming Interfaces (APIs).
An API is an interface implemented by a program code
component or hardware component (hereinafter “API-
implementing component™) that allows a different program
code component or hardware component (hereinafter “API-
calling component™) to access and use one or more func-
tions, methods, procedures, data structures, classes, and/or
other services provided by the API-implementing compo-
nent. An API can define one or more parameters that are
passed between the API-calling component and the API-
implementing component.

[0031] The above-described features can be implemented
as part of an application program interface (API) that can
allow it to be incorporated into different applications (e.g.,
spreadsheet apps) utilizing touch input as an input mecha-
nism. An API can allow a developer of an API-calling
component (which may be a third party developer) to
leverage specified features, such as those described above,
provided by an API-implementing component. There may
be one API-calling component or there may be more than
one such component. An API can be a source code interface
that a computer system or program library provides in order
to support requests for services from an application. An
operating system (OS) can have multiple APIs to allow
applications running on the OS to call one or more of those
APIs, and a service (such as a program library) can have
multiple APIs to allow an application that uses the service to
call one or more of those APIs. An API can be specified in
terms of a programming language that can be interpreted or
compiled when an application is built.

[0032] In some examples, the API-implementing compo-
nent may provide more than one APIL each providing a
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different view of the functionality implemented by the
API-implementing component, or with different aspects that
access different aspects of the functionality implemented by
the API-implementing component. For example, one API of
an APl-implementing component can provide a first set of
functions and can be exposed to third party developers, and
another API of the API-implementing component can be
hidden (not exposed) and provide a subset of the first set of
functions and also provide another set of functions, such as
testing or debugging functions which are not in the first set
of functions. In other examples the API-implementing com-
ponent may itself call one or more other components via an
underlying API and thus be both an API-calling component
and an API-implementing component.

[0033] An API defines the language and parameters that
API-calling components use when accessing and using
specified features of the APIl-implementing component. For
example, an API-calling component accesses the specified
features of the API-implementing component through one or
more API calls or invocations (embodied for example by
function or method calls) exposed by the API and passes
data and control information using parameters via the API
calls or invocations. The API-implementing component may
return a value through the API in response to an API call
from an API-calling component. While the API defines the
syntax and result of an API call (e.g., how to invoke the API
call and what the API call does), the API may not reveal how
the API call accomplishes the function specified by the API
call. Various API calls are transferred via the one or more
application programming interfaces between the calling
(API-calling component) and an API-implementing compo-
nent. Transferring the API calls may include issuing, initi-
ating, invoking, calling, receiving, returning, or responding
to the function calls or messages; in other words, transfer-
ring can describe actions by either of the API-calling com-
ponent or the API-implementing component. The function
calls or other invocations of the API may send or receive one
or more parameters through a parameter list or other struc-
ture. A parameter can be a constant, key, data structure,
object, object class, variable, data type, pointer, array, list or
a pointer to a function or method or another way to reference
a data or other item to be passed via the API.

[0034] Furthermore, data types or classes may be provided
by the APl and implemented by the API-implementing
component. Thus, the API-calling component may declare
variables, use pointers to, use or instantiate constant values
of such types or classes by using definitions provided in the
APL

[0035] Generally, an API can be used to access a service
or data provided by the API-implementing component or to
initiate performance of an operation or computation pro-
vided by the API-implementing component. By way of
example, the API-implementing component and the API-
calling component may each be any one of an operating
system, a library, a device driver, an API, an application
program, or other module (it should be understood that the
API-implementing component and the API-calling compo-
nent may be the same or different type of module from each
other). API-implementing components may in some cases be
embodied at least in part in firmware, microcode, or other
hardware logic. In some examples, an APl may allow a
client program to use the services provided by a Software
Development Kit (SDK) library. In other examples an appli-
cation or other client program may use an API provided by
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an Application Framework. In these examples the applica-
tion or client program may incorporate calls to functions or
methods provided by the SDK and provided by the API or
use data types or objects defined in the SDK and provided
by the APIL. An Application Framework may in these
examples provide a main event loop for a program that
responds to various events defined by the Framework. The
API allows the application to specify the events and the
responses to the events using the Application Framework. In
some implementations, an API call can report to an appli-
cation the capabilities or state of a hardware device, includ-
ing those related to aspects such as input capabilities and
state, output capabilities and state, processing capability,
power state, storage capacity and state, communications
capability, etc., and the API may be implemented in part by
firmware, microcode, or other low level logic that executes
in part on the hardware component.

[0036] The API-calling component may be a local com-
ponent (i.e., on the same data processing system as the
API-implementing component) or a remote component (i.e.,
on a different data processing system from the API-imple-
menting component) that communicates with the API-
implementing component through the API over a network. It
should be understood that an API-implementing component
may also act as an API-calling component (i.e., it may make
API calls to an API exposed by a different API-implement-
ing component) and an API-calling component may also act
as an APIl-implementing component by implementing an
API that is exposed to a different API-calling component.

[0037] The API may allow multiple API-calling compo-
nents written in different programming languages to com-
municate with the API-implementing component (thus the
API may include features for translating calls and returns
between the APIl-implementing component and the API-
calling component); however the API may be implemented
in terms of a specific programming language. An API-
calling component can, in one example, call APIs from
different providers such as a set of APIs from an OS provider
and another set of APIs from a plug-in provider and another
set of APIs from another provider (e.g. the provider of a
software library) or creator of the another set of APIs.

[0038] FIG. 6 is a block diagram illustrating an exemplary
API architecture, which may be used in some examples of
the disclosure. As shown in FIG. 6, the API architecture 600
includes the API-implementing component 610 (e.g., an
operating system, a library, a device driver, an API, an
application program, software or other module) that imple-
ments the API 620. The API 620 specifies one or more
functions, methods, classes, objects, protocols, data struc-
tures, formats and/or other features of the API-implementing
component that may be used by the API-calling component
630. The API 620 can specify at least one calling convention
that specifies how a function in the API-implementing
component receives parameters from the API-calling com-
ponent and how the function returns a result to the API-
calling component. The API-calling component 630 (e.g., an
operating system, a library, a device driver, an API, an
application program, software or other module), makes API
calls through the API 620 to access and use the features of
the API-implementing component 610 that are specified by
the API 620. The API-implementing component 610 may
return a value through the API 620 to the API-calling
component 630 in response to an API call.
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[0039] It will be appreciated that the API-implementing
component 610 may include additional functions, methods,
classes, data structures, and/or other features that are not
specified through the API 620 and are not available to the
API-calling component 630. It should be understood that the
API-calling component 630 may be on the same system as
the API-implementing component 610 or may be located
remotely and accesses the API-implementing component
610 using the API 620 over a network. While FIG. 6
illustrates a single API-calling component 630 interacting
with the API 620, it should be understood that other API-
calling components, which may be written in different
languages (or the same language) than the API-calling
component 630, may use the API 620.

[0040] The API-implementing component 610, the API
620, and the API-calling component 630 may be stored in a
non-transitory machine-readable storage medium, which
includes any mechanism for storing information in a form
readable by a machine (e.g., a computer or other data
processing system). For example, a machine-readable
medium includes magnetic disks, optical disks, random
access memory; read only memory, flash memory devices,
etc.

[0041] In the exemplary software stack shown in FIG. 7,
applications can make calls to Services A or B using several
Service APIs and to Operating System (OS) using several
OS APIs. Services A and B can make calls to OS using
several OS APIs.

[0042] Note that the Service 2 has two APIs, one of which
(Service 2 API 1) receives calls from and returns values to
Application 1 and the other (Service 2 API 2) receives calls
from and returns values to Application 2. Service 1 (which
can be, for example, a software library) makes calls to and
receives returned values from OS API 1, and Service 2
(which can be, for example, a software library) makes calls
to and receives returned values from both OS API 1 and OS
API 2. Application 2 makes calls to and receives returned
values from OS API 2.

[0043] FIG. 8 is a block diagram illustrating exemplary
interactions between the touch screen and the other compo-
nents of the device. Described examples may include touch
1/0O device 1001 that can receive touch input for interacting
with computing system 1003 via wired or wireless commu-
nication channel 1002. Touch I/O device 1001 may be used
to provide user input to computing system 1003 in lieu of or
in combination with other input devices such as a keyboard,
mouse, etc. One or more touch I/O devices 1001 may be
used for providing user input to computing system 1003.
Touch I/O device 1001 may be an integral part of computing
system 1003 (e.g., touch screen on a smartphone or a tablet
PC) or may be separate from computing system 1003.
[0044] Touch I/O device 1001 may include a touch sens-
ing panel which is wholly or partially transparent, semi-
transparent, non-transparent, opaque or any combination
thereof. Touch I/O device 1001 may be embodied as a touch
screen, touch pad, a touch screen functioning as a touch pad
(e.g., a touch screen replacing the touchpad of a laptop), a
touch screen or touchpad combined or incorporated with any
other input device (e.g., a touch screen or touchpad disposed
on a keyboard) or any multi-dimensional object having a
touch sensing surface for receiving touch input.

[0045] In one example, touch I/O device 1001 embodied
as a touch screen may include a transparent and/or semi-
transparent touch sensing panel partially or wholly posi-
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tioned over at least a portion of a display. According to this
example, touch I/O device 1001 functions to display graphi-
cal data transmitted from computing system 1003 (and/or
another source) and also functions to receive user input. In
other examples, touch /O device 1001 may be embodied as
an integrated touch screen where touch sensing components/
devices are integral with display components/devices. In
still other examples a touch screen may be used as a
supplemental or additional display screen for displaying
supplemental or the same graphical data as a primary display
and to receive touch input.

[0046] Touch I/O device 1001 may be configured to detect
the location of one or more touches or near touches on
device 1001 based on capacitive, resistive, optical, acoustic,
inductive, mechanical, chemical measurements, or any phe-
nomena that can be measured with respect to the occur-
rences of the one or more touches or near touches in
proximity to device 1001. Software, hardware, firmware or
any combination thereof may be used to process the mea-
surements of the detected touches to identify and track one
or more gestures. A gesture may correspond to stationary or
non-stationary, single or multiple, touches or near touches
on touch I/O device 1001. A gesture may be performed by
moving one or more fingers or other objects in a particular
manner on touch I/O device 1001 such as tapping, pressing,
rocking, scrubbing, twisting, changing orientation, pressing
with varying pressure and the like at essentially the same
time, contiguously, or consecutively. A gesture may be
characterized by, but is not limited to a pinching, sliding,
swiping, rotating, flexing, dragging, or tapping motion
between or with any other finger or fingers. A single gesture
may be performed with one or more hands, by one or more
users, or any combination thereof.

[0047] Computing system 1003 may drive a display with
graphical data to display a graphical user interface (GUI).
The GUI may be configured to receive touch input via touch
I/O device 1001. Embodied as a touch screen, touch 1/O
device 1001 may display the GUI. Alternatively, the GUI
may be displayed on a display separate from touch I/O
device 1001. The GUI may include graphical elements
displayed at particular locations within the interface.
Graphical elements may include but are not limited to a
variety of displayed virtual input devices including virtual
scroll wheels, a virtual keyboard, virtual knobs, virtual
buttons, any virtual Ul, and the like. A user may perform
gestures at one or more particular locations on touch 1/O
device 1001 which may be associated with the graphical
elements of the GUI. In other examples, the user may
perform gestures at one or more locations that are indepen-
dent of the locations of graphical elements of the GUI.
Gestures performed on touch /O device 1001 may directly
or indirectly manipulate, control, modify, move, actuate,
initiate or generally affect graphical elements such as cur-
sors, icons, media files, lists, text, all or portions of images,
or the like within the GUI. For instance, in the case of a
touch screen, a user may directly interact with a graphical
element by performing a gesture over the graphical element
on the touch screen. Alternatively, a touch pad generally
provides indirect interaction. Gestures may also affect non-
displayed GUI elements (e.g., causing user interfaces to
appear) or may affect other actions within computing system
1003 (e.g., affect a state or mode of a GUI, application, or
operating system). Gestures may or may not be performed
on touch I/O device 1001 in conjunction with a displayed
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cursor. For instance, in the case in which gestures are
performed on a touchpad, a cursor (or pointer) may be
displayed on a display screen or touch screen and the cursor
may be controlled via touch input on the touchpad to interact
with graphical objects on the display screen. In other
examples in which gestures are performed directly on a
touch screen, a user may interact directly with objects on the
touch screen, with or without a cursor or pointer being
displayed on the touch screen.

[0048] Feedback may be provided to the user via commu-
nication channel 1002 in response to or based on the touch
or near touches on touch I/O device 1001. Feedback may be
transmitted optically, mechanically, electrically, olfactory,
acoustically, or the like or any combination thereof and in a
variable or non-variable manner.

[0049] Attention is now directed towards examples of a
system architecture that may be embodied within any por-
table or non-portable device including but not limited to a
communication device (e.g. mobile phone, smart phone), a
multi-media device (e.g., MP3 player, TV, radio), a portable
or handheld computer (e.g., tablet, netbook, laptop), a desk-
top computer, an All-In-One desktop, a peripheral device, or
any other system or device adaptable to the inclusion of
system architecture 2000, including combinations of two or
more of these types of devices. FIG. 9 is a block diagram of
one example of system 2000 that generally includes one or
more computer-readable mediums 2001, processing system
2004, 1/0 subsystem 2006, radio frequency (RF) circuitry
2008, audio circuitry 2010, and sensors circuitry 2011.
These components may be coupled by one or more com-
munication buses or signal lines 2003.

[0050] It should be apparent that the architecture shown in
FIG. 9 is only one example architecture of system 2000, and
that system 2000 could have more or fewer components than
shown, or a different configuration of components. The
various components shown in FIG. 9 can be implemented in
hardware, software, firmware or any combination thereof,
including one or more signal processing and/or application
specific integrated circuits.

[0051] RF circuitry 2008 is used to send and receive
information over a wireless link or network to one or more
other devices and includes well-known circuitry for per-
forming this function. RF circuitry 2008 and audio circuitry
2010 are coupled to processing system 2004 via peripherals
interface 2016. Interface 2016 includes various known com-
ponents for establishing and maintaining communication
between peripherals and processing system 2004. Audio
circuitry 2010 is coupled to audio speaker 2050 and micro-
phone 2052 and includes known circuitry for processing
voice signals received from interface 2016 to enable a user
to communicate in real-time with other users. In some
examples, audio circuitry 2010 includes a headphone jack
(not shown). Sensors circuitry 2011 can be coupled to
various sensors including, but not limited to, one or more
Light Emitting Diodes (LEDs) or other light emitters, one or
more photodiodes or other light sensors, a magnetometer, an
accelerometer, a gyroscope, a barometer, a compass, a
proximity sensor, a camera, an ambient light sensor, a
thermometer, a GPS sensor, and various system sensors
which can sense remaining battery life, power consumption,
processor speed, CPU load, and the like.

[0052] Peripherals interface 2016 couples the input and
output peripherals of the system to processor 2018 and
computer-readable medium 2001. One or more processors
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2018 communicate with one or more computer-readable
mediums 2001 via controller 2020. Computer-readable
medium 2001 can be any device or medium that can store
code and/or data for use by one or more processors 2018.
Medium 2001 can include a memory hierarchy, including
but not limited to cache, main memory and secondary
memory. The memory hierarchy can be implemented using
any combination of RAM (e.g., SRAM, DRAM, DDRAM),
ROM, FLASH, magnetic and/or optical storage devices,
such as disk drives, magnetic tape, CDs (compact disks) and
DVDs (digital video discs). Medium 2001 may also include
a transmission medium for carrying information-bearing
signals indicative of computer instructions or data (with or
without a carrier wave upon which the signals are modu-
lated). For example, the transmission medium may include
a communications network, including but not limited to the
Internet (also referred to as the World Wide Web), intranet
(s), Local Area Networks (LANs), Wide Local Area Net-
works (WLANSs), Storage Area Networks (SANs), Metro-
politan Area Networks (MAN) and the like.

[0053] One or more processors 2018 run various software
components stored in medium 2001 to perform various
functions for system 2000. In some examples, the software
components include operating system 2022, communication
module (or set of instructions) 2024, touch processing
module (or set of instructions) 2026, graphics module (or set
of instructions) 2028, and one or more applications (or set of
instructions) 2030. Each of these modules and above noted
applications correspond to a set of instructions for perform-
ing one or more functions described above and the methods
described in this application (e.g., the computer-imple-
mented methods and other information processing methods
described herein). These modules (i.e., sets of instructions)
need not be implemented as separate software programs,
procedures or modules, and thus various subsets of these
modules may be combined or otherwise re-arranged in
various examples. In some examples, medium 2001 may
store a subset of the modules and data structures identified
above. Furthermore, medium 2001 may store additional
modules and data structures not described above.

[0054] Operating system 2022 includes various proce-
dures, sets of instructions, software components and/or
drivers for controlling and managing general system tasks
(e.g., memory management, storage device control, power
management, etc.) and facilitates communication between
various hardware and software components.

[0055] Communication module 2024 facilitates commu-
nication with other devices over one or more external ports
2036 or via RF circuitry 2008 and includes various software
components for handling data received from RF circuitry
2008 and/or external port 2036.

[0056] Graphics module 2028 includes various known
software components for rendering, animating and display-
ing graphical objects on a display surface. In examples in
which touch I/O device 2012 is a touch sensing display (e.g.,
touch screen), graphics module 2028 includes components
for rendering, displaying, and animating objects on the touch
sensing display.

[0057] One or more applications 2030 can include any
applications installed on system 2000, including without
limitation, a browser, address book, contact list, email,
instant messaging, word processing, keyboard emulation,
widgets, JAVA-enabled applications, encryption, digital
rights management, voice recognition, voice replication,
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location determination capability (such as that provided by
the global positioning system (GPS)), a music player, etc.

[0058] Touch processing module 2026 includes various
software components for performing various tasks associ-
ated with touch I/O device 2012 including but not limited to
receiving and processing touch input received from /O
device 2012 via touch 1/O device controller 2032.

[0059] 1/O subsystem 2006 is coupled to touch /O device
2012 and one or more other I/O devices 2014 for controlling
or performing various functions. Touch /O device 2012
communicates with processing system 2004 via touch /O
device controller 2032, which includes various components
for processing user touch input (e.g., scanning hardware).
One or more other input controllers 2034 receives/sends
electrical signals from/to other /O devices 2014. Other /O
devices 2014 may include physical buttons, dials, slider
switches, sticks, keyboards, touch pads, additional display
screens, or any combination thereof.

[0060] If embodied as a touch screen, touch I/O device
2012 displays visual output to the user in a GUI. The visual
output may include text, graphics, video, and any combina-
tion thereof. Some or all of the visual output may correspond
to user-interface objects. Touch /O device 2012 forms a
touch sensing surface that accepts touch input from the user.
Touch I/O device 2012 and touch screen controller 2032
(along with any associated modules and/or sets of instruc-
tions in medium 2001) detects and tracks touches or near
touches (and any movement or release of the touch) on touch
1/O device 2012 and converts the detected touch input into
interaction with graphical objects, such as one or more
user-interface objects. In the case in which device 2012 is
embodied as a touch screen, the user can directly interact
with graphical objects that are displayed on the touch screen.
Alternatively, in the case in which device 2012 is embodied
as a touch device other than a touch screen (e.g., a touch
pad), the user may indirectly interact with graphical objects
that are displayed on a separate display screen embodied as
1/O device 2014.

[0061] Touch /O device 2012 may be analogous to the
multi-touch sensing surface described in the following U.S.
Pat. No. 6,323,846 (Westerman et al.), U.S. Pat. No. 6,570,
557 (Westerman et al.), and/or U.S. Pat. No. 6,677,932
(Westerman), and/or U.S. Patent Publication 2002/
0015024A1, each of which is hereby incorporated by ref-
erence.

[0062] Examples in which touch I/O device 2012 is a
touch screen, the touch screen may use LCD (liquid crystal
display) technology, LPD (light emitting polymer display)
technology, OLED (organic LED), or OEL (organic electro
luminescence), although other display technologies may be
used in other examples.

[0063] Feedback may be provided by touch /O device
2012 based on the user’s touch input as well as a state or
states of what is being displayed and/or of the computing
system. Feedback may be transmitted optically (e.g., light
signal or displayed image), mechanically (e.g., haptic feed-
back, touch feedback, force feedback, or the like), electri-
cally (e.g., electrical stimulation), olfactory, acoustically
(e.g., beep or the like), or the like or any combination thereof
and in a variable or non-variable manner.

[0064] System 2000 also includes power system 2044 for
powering the various hardware components and may include
a power management system, one or more power sources, a
recharging system, a power failure detection circuit, a power
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converter or inverter, a power status indicator and any other
components typically associated with the generation, man-
agement and distribution of power in portable devices.

[0065] In some examples, peripherals interface 2016, one
or more processors 2018, and memory controller 2020 may
be implemented on a single chip, such as processing system
2004. In some other examples, they may be implemented on
separate chips.

[0066] Examples of the disclosure can be advantageous in
allowing for an electronic device to automatically identify a
user based on biometrics, making use of the electronic
device easier, more intuitive, and more secure.

[0067] In some examples, a method of an electronic
device including a plurality of light sensors and light emit-
ters may be disclosed. The method may include: receiving
first light information at a first light sensor co-located with
a first light emitter of at least a first wavelength; receiving
second light information at a second light sensor co-located
with a light emitter of at least a second wavelength; and
identifying a user of the electronic device based on the first
and second light information. Additionally or alternatively
to one or more of the examples described above, the method
may further include: receiving motion information of the
electronic device; based on the motion information, deter-
mining a gesture of the electronic device performed during
a first time period; and based on the determination of the
gesture, selecting the first and second light information
received during the first time period for use in identifying the
user of the electronic device. Additionally or alternatively to
one or more of the examples described above, identifying
the user of the electronic device based on the first and second
light information may include comparing the first and sec-
ond light information to stored light information associated
with the gesture. Additionally or alternatively to one or more
of the examples described above, the method may further
include determining the first time period based on the
determination of the gesture, wherein selecting the first and
second light information received during the first time
period may be based on the determination of the first time
period. Additionally or alternatively to one or more of the
examples described above, the method may further include:
comparing the first and second light information to stored
light information associated with a user identity; and deter-
mining that the first and second light information matches
the stored light information based on the comparison;
wherein identifying the user of the electronic device may
include identifying the user as having the user identity based
on the determination that the first and second light informa-
tion matches the stored light information associated with the
user identity. Additionally or alternatively to one or more of
the examples described above, identifying the user of the
electronic device may include determining that the user of
the electronic device does not have an identity authorized to
use the device.

[0068] In some examples, a method of an electronic
device including a one or more light sensors and light
emitters may be disclosed. The method may include: receiv-
ing motion information of the electronic device; based on
the motion information, determining a gesture of the elec-
tronic device performed during a first time period; receiving
light information during the first time period; and storing the
light information in association with the gesture and an
identity of a user of the electronic device.
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[0069] Insome examples, a non-transitory computer read-
able medium may be disclosed. The computer readable
medium may contain instructions that, when executed, per-
form a method of an electronic device including a plurality
of light sensors and light emitters. The method may include:
receiving first light information at a first light sensor co-
located with a first light emitter of at least a first wavelength;
receiving second light information at a second light sensor
co-located with a light emitter of at least a second wave-
length; and identifying a user of the electronic device based
on the first and second light information. Additionally or
alternatively to one or more of the examples described
above, the method may further include: receiving motion
information of the electronic device; based on the motion
information, determining a gesture of the electronic device
performed during a first time period; and based on the
determination of the gesture, selecting the first and second
light information received during the first time period for use
in identitying the user of the electronic device. Additionally
or alternatively to one or more of the examples described
above, identifying the user of the electronic device based on
the first and second light information may include compar-
ing the first and second light information to stored light
information associated with the gesture. Additionally or
alternatively to one or more of the examples described
above, the method may further include determining the first
time period based on the determination of the gesture,
wherein selecting the first and second light information
received during the first time period may be based on the
determination of the first time period. Additionally or alter-
natively to one or more of the examples described above, the
method may further include: comparing the first and second
light information to stored light information associated with
a user identity; and determining that the first and second
light information matches the stored light information based
on the comparison; wherein identifying the user of the
electronic device may include identifying the user as having
the user identity based on the determination that the first and
second light information matches the stored light informa-
tion associated with the user identity. Additionally or alter-
natively to one or more of the examples described above,
identifying the user of the electronic device may include
determining that the user of the electronic device does not
have an identity authorized to use the device.

[0070] Insome examples, a non-transitory computer read-
able medium may be disclosed. The computer readable
medium may contain instructions that, when executed, per-
form a method of an electronic device including a one or
more light sensors and light emitters. The method may
include: receiving motion information of the electronic
device; based on the motion information, determining a
gesture of the electronic device performed during a first time
period; receiving light information during the first time
period; and storing the light information in association with
the gesture and an identity of a user of the electronic device.

[0071] In some examples, an electronic device may be
disclosed. The electronic device may include: a processor to
execute instructions; a first light emitter of at least a first
wavelength; a second light emitter of at least a second
wavelength; a first light sensor co-located with the first light
emitter; a second light sensor co-located with the second
light emitter; and a memory coupled with the processor to
store instructions, which when executed by the processor,
cause the processor to perform operations to generate an
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application programming interface (API) that allows an
API-calling component to perform a method comprising:
receiving first light information at the first light sensor;
receiving second light information at the second light sen-
sor; and identifying a user of the electronic device based on
the first and second light information. Additionally or alter-
natively to one or more of the examples described above, the
method may further include: receiving motion information
of the electronic device; based on the motion information,
determining a gesture of the electronic device performed
during a first time period; and based on the determination of
the gesture, selecting the first and second light information
received during the first time period for use in identifying the
user of the electronic device. Additionally or alternatively to
one or more of the examples described above, identifying
the user of the electronic device based on the first and second
light information may include comparing the first and sec-
ond light information to stored light information associated
with the gesture. Additionally or alternatively to one or more
of the examples described above, the method may further
include determining the first time period based on the
determination of the gesture, wherein selecting the first and
second light information received during the first time
period may be based on the determination of the first time
period. Additionally or alternatively to one or more of the
examples described above, the method may further include:
comparing the first and second light information to stored
light information associated with a user identity; and deter-
mining that the first and second light information matches
the stored light information based on the comparison;
wherein identifying the user of the electronic device may
include identifying the user as having the user identity based
on the determination that the first and second light informa-
tion matches the stored light information associated with the
user identity. Additionally or alternatively to one or more of
the examples described above, identifying the user of the
electronic device may include determining that the user of
the electronic device does not have an identity authorized to
use the device.

[0072] In some examples, an electronic device may be
disclosed. The electronic device may include: a processor to
execute instructions; one or more light sensors; one or more
light emitters; a memory coupled with the processor to store
instructions, which when executed by the processor, cause
the processor to perform operations to generate an applica-
tion programming interface (API) that allows an API-calling
component to perform a method comprising: receiving
motion information of the electronic device; based on the
motion information, determining a gesture of the electronic
device performed during a first time period; receiving light
information during the first time period; and storing the light
information in association with the gesture and an identity of
a user of the electronic device.

[0073] Although the disclosed examples have been fully
described with reference to the accompanying drawings, it is
to be noted that various changes and modifications will
become apparent to those skilled in the art. Such changes
and modifications are to be understood as being included
within the scope of the disclosed examples as defined by the
appended claims.

1. A method of an electronic device including a plurality
of light sensors and light emitters, the method comprising:

receiving first light information at a first light sensor
co-located with a first light emitter of at least a first
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wavelength, the first light information based on a
reflection of light emitted by the first light emitter;
receiving second light information at a second light sensor

co-located with a light emitter of at least a second
wavelength, the second light information based on a
reflection of light emitted by the second light emitter;

determining one or more physical characteristics of a

vasculature of a user based on the first and second light
information; and

identifying the user of the electronic device based on the

one or more physical characteristics of the vasculature.

2. The method of claim 1, further comprising:

receiving motion information of the electronic device;

based on the motion information, determining a gesture of

the electronic device performed during a first time
period; and

based on the determination of the gesture, selecting the

first and second light information received during the
first time period for use in identifying the user of the
electronic device.
3. The method of claim 2, wherein identifying the user of
the electronic device based on the first and second light
information includes comparing the first and second light
information to stored light information associated with the
gesture.
4. The method of claim 2, further comprising:
determining the first time period based on the determina-
tion of the gesture, wherein selecting the first and
second light information received during the first time
period is based on the determination of the first time
period.
5. The method of claim 1, further comprising:
comparing the first and second light information to stored
light information associated with a user identity; and

determining that the first and second light information
matches the stored light information based on the
comparison;

wherein identifying the user of the electronic device

includes identifying the user as having the user identity
based on the determination that the first and second
light information matches the stored light information
associated with the user identity.

6. The method of claim 1, wherein identifying the user of
the electronic device includes determining that the user of
the electronic device does not have an identity authorized to
use the device.

7. A method of an electronic device including a one or
more light sensors and light emitters, the method compris-
ing:

receiving motion information of the electronic device;

based on the motion information, determining a gesture of

the electronic device performed during a first time
period;

receiving light information during the first time period;

and

storing the light information in association with the ges-

ture and an identity of a user of the electronic device.

8.-14. (canceled)

15. An electronic device, comprising:

a first light emitter configured to emit at least a first

wavelength;

a second light emitter configured to emit at least a second

wavelength;
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a first light sensor co-located with the first light emitter
and configured to detect a reflection of light emitted by
the first light emitter;
a second light sensor co-located with the second light
emitter and configured to detect a reflection of light
emitted by the second light emitter; and
a processor configured to:
receive first light information from the first light sensor;
receive second light information at the second light
Sensor;

determine one or more physical characteristics of a
vasculature of a user based on the first and second
light information; and

identify a user of the electronic device based on the
physical characteristics of the vasculature.
16. The electronic device of claim 15, further comprising:
a mechanical sensor configured to receive motion infor-
mation of the electronic device, wherein the processor
is further configured to:
determine a gesture of the electronic device performed
during a first time period based on the motion
information, and

select the first and second light information received
during the first time period for use in identifying the
user of the electronic device based on the determined
gesture.

17. The electronic device of claim 16, wherein the pro-
cessor is further configured to: compare the first and second
light information to stored light information associated with
the determined gesture.

18. The electronic device of claim 16, wherein the pro-
cessor is further configured to:

determine the first time period based on the determination
of the gesture, wherein selecting the first and second
light information received during the first time period is
based on the determination of the first time period.

19. The electronic device of claim 15, wherein the pro-
cessor is further configured to:

compare the first and second light information to stored
light information associated with a user identity; and

determine whether the first and second light information
match the stored light information based on the com-
parison,

wherein identifying the user of the electronic device
includes identifying the user as having the user identity
based on the determination that the first and second
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light information matches the stored light information
associated with the user identity.

20.-21. (canceled)

22. The method of claim 1, wherein receiving the first
light information includes receiving a plurality of first
information data points over a plurality of collection times
and receiving the second light information includes receiv-
ing a plurality of second information data points over the
plurality of collection times, the method further comprising:

for each of the plurality of collection times, associating

the first information associated with the collection time
to the second information associated with the collection
time; and

generating a scatterplot using the associations of first

information to second information with collection
times.

23. The method of claim 22, wherein identifying the user
includes comparing the scatterplot to a stored light infor-
mation.

24. The method of claim 22, wherein comparing the
scatterplot to the stored light information includes matching
a pattern of the scatterplot to a pattern of the stored light
information.

25. The method of claim 1, wherein the one or more
physical characteristics includes a percentage of oxygenated
blood in the user.

26. The method of claim 1, wherein the one or more
physical characteristics includes a volume of blood present
in a skin of the user.

27. The method of claim 1, further comprising:

comparing the identified user to a user identity; and

allowing the user to access one or more features of the
electronic device when the identified user matches the
user identity.

28. The electronic device of claim 15, wherein the
mechanical sensor is one or more of an accelerometer, a
gyroscope, an altimeter, a barometer, and a global position-
ing system.

29. The electronic device of claim 15, wherein one or
more of the first light emitter and second light emitter are

configured to emit one or more of infrared, green, amber,
blue, and red light.



